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1. s
Director \ Attached for your signature is a
\ reply to Chairman Moorhead on
2. several bills which amend the
Freedom of Information Act,
3 \ sponsored by Reps. Koch and
' Abzug, to require that individuals
\ be apprised of records concerning
4. them that are maintained by
Government agencies. The
impact on our information is
5. readily apparent. Protection of
classification under Executive
P Order, provided by the bills,is nof]
’ \ adequate. We recommend an
amendment to exempt information
7. Rrotected by statute as well as
EXecutive Order--in our case
inteligence sources and methods.
8. (Coordinated with OGC and the
direct .)
9.
OMB needX our report as soon as
possible in drder to clear it by
1 0. noon Monday,\29 April, and
prepare Execufive Branch testi-
n mony on the bill\scheduled for
' 30 April.
12.
George L. Cary
Legislative Cox}nsel
13. \
14,
15.
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

Honorable WNlliam S. Moorhead, Chairman
Foreign OperaXions and Government Information Subcommittee
Committee on vernment Operations

Dear Mr. Chairman:

This is in reply to Your letter dated April 11, 1974, requesting
a statement for the record on H. R. 12206, '""To amend title 5, United
States Code, to provide that pég¢sons be apprised of records concerning
them which are maintained by Gyvernment agencies,' and on related
bills H. R. 13303 and H. R. 13872.\In making our comments, in the
absence of any indications to the coltrary, we presume that the rights
under H. R, 12206 and the related billy inure to all persons regardless
of U, S. citizenship or domicile,

H. R, 12206

Section 552a.(a)(l) would preclude an agency from providing any
information about an individual to any other agdpncy unless the individual
concerned is notified, Section (a)(3) would requiye an agency to main-
tain a record of the names and addresses of all pekxsons to whom such
information was provided. Sections (a)(4) and (5) p&rmit any person
to inspect his own record; to have copies made theredf; and to
supplement and correct the record. Under Section (2){§), an agency
must ""remove erroneous information of any kind'' and myst notify all
agencies to whom the information was disseminated.

Section 552a. (b)(1) exempts from the provisions of the\proposed
amendments records that are specifically required by Executivg Order
to be kept secret in the interest of the national defense and foreign policy.
Section 552a. (c) requires the President to report annually to Congkess
the number of records which are exempted under Section (b)(l1).
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H, R. 13303

H. R. 13303 contains provisions similar to those in H, R, 12206,

H. R. Y3872 contains basically similar procedures as H. R. 12206
and H. R. 1330 It also establishes a Federal Privacy Board to
oversee the implgmentation of the new procedures to be established.

Section 552a\(d) of H, R, 13872 would exempt certain records
from the requirement¥y in subparagraphs (1), (4), and (7) of paragraph
(b) of the bill. The exe¥nption applies to records which under Executive
Order are to be kept sechet in the interest of national defense or
foreign policy and disclosuxe of which would endanger military plans,
reveal military weaponry, ot '"endanger the life of any person engaged
in foreign intelligence gatheriyg operations of the United States
Government, "

Comments

It is clear that H. R, 12206 any H. R. 13303, by providing an
exemption to include information which under Executive Order is to
be kept secret, intend to exclude all sengitive information. Upon
careful analysis, however, this exemptioR does not appear to cover
all Agency holdings which require protecti

Certain information on individuals of fiyreign intelligence interest
would come under the protection of Executive der 11652, '"Classifica-
tion and Declassification of National Security Infyrmation and Material, "
Certain data, though involving very important programs, is not
provided adequate protection under the Executive der., The Director
of Central Intelligence protects Agency information Ynder his broader
statutory responsibility, section 102(d)(3) of the Natioyal Security Act
of 1947, as amended, which makes him responsible for\protecting
intelligence sources and methods from unauthorized discNosure., It
is this statutory responsibility, rather than Executive Or
which the Director's protection would rest. If this statutor
is not recognized it would be impossible under the provisions

r, upon
rotection
the
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bills to continue programs which are vital to the Agency's mission
and upon which many customers depend.

Since we consider the exemptions in H, R. 12206 and H. R. 13303
quate to protect all Agency holdings, we would request amending

""(b) This section shall not apply to
records that are -

(1) specifically protected by or
pursuant to statute or required
y Executive Order to be kept
sacret in the interest of the
nathonal defense and foreign
polick; or ..."

H., R. 13872 presents a mych more serious problem. Under
H., R. 13872, intelligence is excludgd from certain requirements of
the bill, but only if disclosure woul¥ endanger the life of anyone
engaged in intelligence collection. Uhder this definition, any lesser
measure of reprisal, whether incarcerition or banishment, would
require an agency to meet the requiremekts in the bill. Clearly,
practically all Agency holdings, including &lassified information,
would be affected. If H. R. 13872 is given fa\orable consideration,
we request that the exemption in the bill be régorded to read as stated
in H. R. 12206 and H. R. 13303 with the added aryended language as above
requested.

There are other factors which preclude full gccess by an
individual to records concerning him maintained by ag agency.
Medical records often must be withheld from an indivijual. This
is recognized by the medical profession and is a policy ¥pllowed by this
Agency. For example, if examination by our physicians Xeveals a serious
medical condition, the individual is advised to consult his own doctor.
The medical information is then furnished the individual's physician
upon request and with the individual's approval. In this regar
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concur in the comments of HEW as to the need to withhold medical
infor\g\ation.

provisions Qf H, R. 12206 and the related bills, it would serve no
purpose to raport annually to the Congress the number of records
exempted during the previous year since this would involve
practically all of\our holdings. We would urge therefore that the
Committee includeNlegislative history to make it clear that those
agencies whose holdiygs are in very large measure exempt from the
provisions of the bills'geed not meet this reporting requirement,

>\Kh;;records of this Agency are recognizably exempt from the

The Office of Management and Budget advises there is no
objection to the submission gf this report from the standpoint of the
Administration's program.,

Sincerely,

W. E, Colby
Diréctor
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i Director y | Fer—vyour Lafﬁﬂ‘s natur e
/%L,&rcply to Chairman Moorhead
2. on several bills whieh-smemdthe
- Erecedom of Information ACET,
I -sponsored by Reps. Koch and
3 Abzug, to require that individuals-
be igsed of records concerning
T4 them malntalned by Government
nc1es The impact on our
\-’Gﬁﬁﬁﬁg 15 readily apparent.
3. Protection of classification under
Executive Order, prov1ded by
e the bills, is not -
adequate. ur/statutory
respongibility £o pr t‘é\;ntelli-
L gen sourWethods would
hdve to be prdked. We recommen
an amendment-aceardingly, 3
8- T (Coordinated with OGC and the
directorates.)
°.
OMB needs our report as soon as
- i possible in order to clear it by
10. noon Monday, 29 April, and

prepare Executive Branch testi-
mony on the bills scheduled for
30 April.

George 1. Cary
Legislative Counsel
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DRAFT:PLC:cg (23 Apr 74)

Honorable William S. Moorhead, Chairman
Foreign Operations and Government Information Subcommittee
Committee on Government Operations
House of Representatives ’
Washington, D. C. 20515
Dear Mr, Chairman:

This is in reply to your letter dated April 11, 1974, requesting
a statement for the record on H.R. 12206, "To amend title 5, United
States Code, to provide that persons be apprised of records concerning
them which are maintained by Government agencies,' and on related bills
H.R. 13303 and H.R. 13872. In making our comments, in the absence
of any indications to the contrary, we presume that the rights under

H.R. 12206 and the related bills inure to all persons regardless of

U. S. citizenship or domicile.

H.R. 12206

‘Section 552a, (a)(l) would pr'é'clude‘ an agency from providing_ any
information eemeexniflg an individual to any other agency unless the
(WL '
individuall\is notified. Section (a)(3) would require an agency to maintain
a record of the names and addresses of all persons to whom such infor-
mation was provided. Sections (a)(4) and (5) permit any person to inspect
his own record; to have copies made thereof; and to supplement and

correct the record. Under Section (a)(6), an agency must '""remove

erroneous information of any kind' and must notify all agencies to whom
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the information was diéseminated.

Section 552 a. (b)(l) exempts from the provisions of the proposed
amendments records that are specifically required by Executive O'rder.
to be kept secret in the interest of the national defense and foreign policy.
Section 552a. (c) requires the President to report annually to Congress

the number of records which are exempted under Section (b)(1).

H. R, 13313@@303 Couvqﬂm WMWM Mx’?v: "79).?,90,!?

The-above comments on H. R. 12206 apply équally to HyR:-13303:

H.R. 13872
H.R. 13872 is basically similar procedures as H.R. 12206
and H,R. 13303, I’Cﬁ establishes a Federal Privacy Board
to oversee the implementation of the new procedures to be established.
Section 552a. (d) of H.R. 13872 would exempt certain records from
the requirements in subparagraphs (‘1), (4), and (7) of paragraph (b) of
the bill. The exemption applies to records which under Executive Order
are to be kept secret in the interest of national defense or foreign policy
and disclosure of which would endanger military plans, reveal military

weaponry, or "endanger the life of any person engaged in foreign

intelligence gathering operations of the United States Government, "
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Comments

It is clear that H.R. 12206 and H.R. 13303, by providing an
exemption to include information which upder Executive Order is to
Ee kept secret, intend to exclude all sensitive information. Upon careful
analysis, however, this exemption does not appear

to cover all Agency holdings which require protection.

W Reeord informagion on 1nd1v1duals of foreign intelligence interest

—rf-—drr-arw&—ﬁiﬂ-em-elandes%me and coverisowscesswEPRents protection umder y’)
Executive Order 11652, '"Classification and Declassification of National

Security Information and Material,' and would be exem under the -
7 it éf

provisions of H.R. 12206 and I—I R. 13303. -In-m&a—y’-xnstanees, .howevw -

h vaerr
ta-is dx rom q‘ver ources, Fcl ding o‘genly available publications,

wol vy

el -do mot cor

“the protectxen @fthe Executive Order. ETH‘GTIg‘l‘r-

_such information is unclassified, the fact of a U. S. intelligence interést in

telligence demmsa

__ thesubject. pegsorgi‘s"g'éﬁ‘é‘ltlve. The Director of Centra

Donden S{zﬁﬁ"‘a
protecfd such information unde‘rAsectlon 162(d)

Act of 1947, as amended, which makes him responsible for protecting

(§) of the Na A dnal Security

intelligence sources and methods from unauthorized disclosure, It is

this statutory responsibility, rather than Executive Order, upon which

the Dlrector'w-}&n‘&aty would rest If this protection is lost, it would
ot bé;\\ﬁ?)gsible under the provisions of the bills to continue certain programs

which are vital to the Agency's mission and upon which many customers depend.
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Since we consider the exemptions in H. R, 12206 and H.R. 13303
inadequate to protect all Agency holdings, we would request amending
exemption (b)(l) in both bills as follows (added language underlined):

25,
Beginning pg. 3, line 18, of H.R. 12206 a Aline 17 of H. R. 13303

"(b) This section shall not apply to
records that are -

'""(1) specifically protected by statute
or required by Executive Order
to be kept secret in the interest
of the national defense and foreign
policy; or ... "

H.R. 13872 presents a much more serious problem. Under
H.R. 13872, intelligence is excluded from certain requirements of
the bill, but only if disclosure would endanger the life of anyone engaged
in intelligence collection. Under this definition, any lesser
measure of reprisal, whether incarceration or banishment, would require
an agency to meet the requirements in the bill. Clearly, practically all
Agency holdings, including classified information, would be affected.
If H.R. 13872 is given favorable consideration, we request that the
exemption in the bill be reworded to read as stated in H,R. 12206 and

H.R. 13303 with the added amended language as above requested.

There are factors o preclude

full access by an individual to records concerning him maintained by
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an agency. Medical records often must be withheld from an individual,

steht-is. considaredirermiwl, This is recognized

a
: 7
by the medical profession and is a policy followed byjﬁ%?Agency.A,lf
examination by our physicians reveals a serious medical condition, the
individual is advised to consult his own doctor. The medical information
vod i dieal ls C“‘”“QWZC[ Hu vndiigbual s | .
is then furnished the g¢maployéd's physician upon requestA In this fdgard,
we concur in the comments of HEW as to the need to withhold su‘eh-(wu&; .,Q
information.
If the holdings of this Agency are recognizably exempt from the

provisions of H. R. 12206 and the related bills, it would serve no purpose

to report annually to the Congress the number of records sxempted during

the Pi‘evio&ye r. £ ﬁﬁﬁéﬁﬂbﬁﬁiﬂfﬁiﬁistraﬁj&.ﬁgrdeﬂj We

would urge‘,_\that the Committee include legislative history to make it clear
that those agencies whose hddings are in very large fneasure ex¢mpt A ~

need not meet this reporting requirement.

The Office of Management and Budget advises there is no

objection to the submission of this report from the standpoint of the

Administration's program.

Sincerely,

W. E. Colby
Director
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